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AGENDA

1. HISTORISK OVERBLICK UTSKRIFT
2. MODERN PRINT PLATFORM

3. WINDOWS PROTECTED PRINT

4. TILLGANGLIGA LOSNINGAR

5. NASTA STEG
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HUR HAMNADE VI DAR VI AR IDAG

1983 (43 ar sedan)
+ Line Printer Daemon / Line Printer Remote protocol (LPD/LPR)
» Berkley Printing System

1994 (32 ar sedan)
« LPRiWindows NT 3.5

1999 (27 ar sedan)
* V3 Printer Driver
* Pointand Print
CUPS
IPP 1.0

2010 (16 ar sedan)
+ AirPrint introduceras (iOS 4.2/OsX Lion)
* Google Cloud Print — Chrome OS (EOL 2020)

2012 (14 ar sedan)
* V4 Printer Driver

2013 (13 ar sedan)
+ Mopria Alliansen -Canon/HP/Samsung/Xerox
* |IPP Everywhere

2021 (5 ar sedan)
* Microsoft Universal Print
+ |PP Class Driver/Mopria stod for Windows

Canon




ETT TEKNOLOGISKIFTE PAGAR

WINDOWS 10 COPILOT+ ARM- CYBER
END OF LIFE DATORER SECURITY

WINDOWS 11 ZERO TRUST RANSOMWARE

24H2 WPP NETWORKS

VART SATT ATT SKRIVA UT
FORANDRAS

Canon



MODERN PRINT PLATFORM VS WINDOWS PROTECTED PRINT

WINDOWS PROTECTED PRINT MODE

MODERN PRINT PLATFORM

Tekniken - Windows rekommenderade satt att Windows instéllning/konfiguration - for att
kommunicera med skrivare: uteslutande anvander Windows moderna
utskriftsstack.

+ Stodjer foljande drivrutiner /metoder:
« Blockerar befintliga V3/4-drivrutiner som installeras. |

* Microsoft IPP Class Driver stallet bygger den pa IPP protokollet.

* Microsoft Virtual Print Class Driver

« Microsoft Universal Print Class Driver « Inaktiverad som standard. Vid nagot tillfalle kommer
installningen att bli atkiverad som standard i
Windows.

+ Designat for att fungera med Mopria.
* Kravsingen installation av tredjepartsdrivrutiner.

« Anvander utskriftsapplikationer (PSA - Print
Support Applications) for hantering av utskrifter

« Fungerar utan beroende pa dator-arkitektur (alla
traditionella drivrutiner stodjer inte ARM-enheter).

Canon



Canon

-
MoPriQ

The Mopria Alliance is an association of printer
and scanner manufacturers and producers of
related software, that develops "universal standards
and solutions!?22%ord] for scan and print".['l The
alliance was formed in September 2013 by Canon,

Hewlett-Packard (now HP Inc.), Samsung, and
Xerox.

ik
al

Mopria Member Companies

Qur membership encompasses leading mobile device providers, software application venders, printer and scanner manufacturers and
OS providers. Membership in Mopria Alliance reflects an ecosystem of companies providing end-to-end print and scan
technology experiences for consumers and businesses.

Board Members
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Executive Members
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WINDOWS MODERN =

PRINT PLATFORM

“Modern print is Windows' preferred means - %
communicating to printers, including the Internet s
Printing Protocol (IPP), eSCL scanning, and

Universal Print.”

Canon WL '.j w‘t




MODERN PRINT PLATFORM

Microsofts grundlaggande
tillvdgagangsatt

» Standardiserat utskriftssystem som eliminerar
behovet av leverantorsdrivrutiner

« Minskar sarbarhet

Rekommenderad utskriftsmetod
fran Microsoft

* Windows OS standarddrivrutin ( = IPP-klass drivurtin)

Print Support Application (= PSA)

Leverantédrsspecifika tillagg till standarddrivrutinen for Windows
« Automatisk installerat fradn Microsoft Store

ARM-baserade Windows-datorer stods

« Kan ocksa anvandas for MS Universal Print

Canon 8



TEKNISKA KRAV FOR SKRIVARE

Canon

=" Microsoft

Modern print platform

» Applies To

Modern print is Windows' preferred means of communicating to printers, including the Internet Printing
Protocol (IPP), eSCL scanning, and Universal Print.

Modern print doesn't require the installation of drivers from the printer manufacturer. Since drivers from the
printer manufacturer don't need to be installed, it provides a simple, streamlined, and secure printing
experience compared to traditional printers, regardless of the Windows device’s architecture. Modern print is

designed to work with|Mopria certified printers| and many existing printers are already compatible with
modern print.




TIDSLINJE FOR STOD FOR SKRIVARDRIVRUTINER

Canon

Date

Sept 2023

Oct 1, 2024

May 2025

Jan 15, 2026

Jul 1, 2026

Jul 1, 2027

Milestone

Announcement

Launch of WPP

Timeline Update

Driver Publishing

Restriction

Driver Ranking Change

End of Updates

Details

Microsoft announces the end-of-servicing plan

for legacy third-party printer drivers. microsoft

Windows Protected Print Mode officially
launched with Windows 11 24H2 update. quodrca

Microsoft adjusts the deprecation calendar for

third-party drivers. mirosoft

No new third-party printer drivers will be
published to Windows Update for Windows 11+
and Windows Server 2025+. Only case-by-case

approvals allowed. microsott

Windows will prioritize the built-in IPP Class

Driver over third-party drivers. microsof

Third-party printer driver updates will be

blocked except for security fixes. microsot



UTSKRIFTSMETODEN FOR ANVANDARNA FORANDRAS

_ Current method Future method

Windows V3/4 printer IPP class driver (Mopria/IPP only)
drivers Windows Protected Print (Mopria IPP only)
Windows Mopria Mopria (IPP only)
Universal Print
Mac AirPrint / Mac AirPrint (IPP only)
driver
Linux CUPS 2.x CUPS 3.x (IPP only)
ChromeQOS CUPS 2.x CUPS 3.x (IPP only)
i0S AirPrint AirPrint (IPP only)
Android Mopria Mopria (IPP only)

Canon



WINDOWS ,
PROTECTED PRINT ',
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WINDOWS PROTECTED PRINT

SKRIVARINSTALLNINGAR |
WINDOWS 11 2024 H2

[ J Local Account

DESKT
HP ProB¢
Rename

(= Printers & scanners

© Add a printer or scanner
© Windows isn't activatec
) Let Windows manage my default
printer Display

Monitors, brightness, nir

(W]

Use the Print screen key to open
screen capture

) Sound
Enablaordisablo Windows Volume levels, output, ir
= protected print mode (WPP)

Q Notifications

Alerts from apps and sy:
Show all results P

Canon

“WINDOWS PROTECTED

PRINT MODE"

Bluetooth & devices > Printers & scanners

Add a printer or scanner

Printer preferences

Add device

Windows protected print mode
This feature he

Turning this on Set Up
tandard

Let Windows manage my default printer On

Download drivers and device software over metered connections
Data charges may apply

Off

ices

“WINDOWS PROTECTED

PRINT MODE"

Are you sure you want to use Windows protected
print mode?

This will remove printers that are not compatible with Windows protected print
mode from your devices.

ontinue




WINDOWS PROTECTED PRINT

KOMPATIBLA SKRIVARE

LISTAS

Are you sure you want to use Windows protected print mode?

Are you sure you want to use Windows protected . .
print mode? NAR WPP AR
AKTIVERAT RADERAS
ALLA UTSKRIFTSKOER
SOM INTE STODS AV
MOPRIA.

Canon G7000 series

Canon TRE630 series FAX

Yes, continue Cancel

Download drivers and device software over metered connections
! Data charges may apply

Canon

MEDDELANDE NAR “WPP"

DEAKTIVERES

= Canon G7000 series FAX

Are you sure you want to turn off Windows protected
print mode?
Windows protected print mode is the latest secunity standard for printer

software. Turning off Windows protected print mode means your devices can
use printers that may use outdated security standards.




TIDSLINJE FOR STOD AV TREDJEPARTSDRIVRUTINER

=" Microsoft

Windows protected print mode FAQ

Q: What happens to noncompatible printers when Windows protected print mode is enabled?

A: Noncompatible printers are uninstalled and aren't able to be reinstalled while Windows protected print
mode is enabled. Compatible printers are able to be reinstalled.

Q: Will my noncompatible printers be reinstalled when | disable Windows protected print mode?
A: If Windows protected print mode is disabled, any noncompatible printers have to be reinstalled.

Q: Will Windows protected print mode ever be enabled by default?

IA: Windows protected print mode will be enabled by default at a future date. I

Q: | enabled Windows protected print mode and now | can't see my scanner.

A: Some Mopria certified printers don't have Mopria certified scanners. The scanner can't be used if it isn't
Maopria certified. For more information, see Are my scanners compatible with Windows protected print
mode? in this article.

Q: My printer is Mopria certified. Why did it get removed when | enabled Windows protected print mode?

A: Some Mopria certified printers are default installed using drivers from the printer manufacturer. If so, that
printer is removed when Windows protected print mode is enabled but the printer can be reinstalled.

Canon
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UTSKRIFTSMOJLIGHETER

CHROME

MOPRIA
° EXTENSION

AIRPRINT SMARTCLIENT
FOR MAC

MS UNIVERSAL MS UNIVERSAL MS UNIVERSAL
PRINT PRINT PRINT

Canon imageRUNNER

ADVANCE /imageFORCE uniFLOW uniFLOW
Server Online

Canon



SKILLNAD WINDOWS OS STANDARD DRIVRUTIN OCH
3DE PARTS DRIVRUTIN

UTSKRIFT FRAN WINDOWS OS

,
Detta ar inbyggt | operativsystemet -
IPP Class Driver ] |

Bara OS standard . . e
- e ~—— funktionalitet (de ursprungliga Skt'va':.e med ?ertlflerat
I - funktionerna till Canon- -stod for Mopria
= \_ enheter kan inte anvandas) )

-\

MS365
(EntralD)

Detta ar inbyggt i operativsystemet

Universal Print
Class Driver

Universal & . |
Print Skrivare med certifierat

.\ * Kravs for MS365 / -stdd fér mopria och UP
Intel

Canon



SKILLNAD WINDOWS OS STANDARD DRIVRUTIN OCH
3DE PARTS DRIVRUTIN

UTSKRIFT FRAN WINDOWS OS

Installeras separat

Drivrutin fran |
Canon it

-~ -
-
CEET—

__ | = Alla funktioner for . - - .
== - Canon skrivare kan .
| | ; Canon skrivare

utnyttjas

Standard drivrutin ar gj
tillganglig for ARM-miljoer.

Canon



FUNKTIONALITET MED CANON PRINT ASSISTANT

Canon Print Assistant (CPA)

Canons PSA utokar funktionerna hos standarddrivrutinerna fér Windows
och levererar funktionalitet som ligger nara Canons generiska drivrutiner.

Stodjer ARM-baserade datorer.

Anvandare i WPP-lage kan ocksa dra fordel av funktioner som Canons
egenutvecklade drivrutiner innehaller.

Office MFP(multifunktionsskrivare) och laserskrivare stods

]
Microsoft Store

:.J Bas funktioner ‘

PDF
PW G raster

. Canon PSA (Print Support App)
IPP Canon Print
class driver Assistant
=
Inkl. i OS

Intel ALY
=N

Canon

Universal Print

PDF
PW G raster

PDF
PW G raster

Canon skrivare
Office & Laser

20



CANON PRINT SUPPORT APPLICATION

Endast OS standarddrivrutin OS Standarddrivrutin + Canon Print Support Application
X
o peg lR-ADV C584O_With_eco-“ @
Orientation: )
Paper size
‘ . | Letter w |
Print on Both Sides:
"None
— 1 2 Paper type
Page Order _
| Auto select w |

Front to Back

Copy Count
B 3

Utskriftsinstallningar

Forhandsvisning av Orientation I
instillningar @ Portrait O Landscape ptskrnftsmstaIImngseIement
inklusive element som har
iKtni lagts till av CPA, visas.
Pa;ojpersrl Fnlng D Rotate 180 degrees
N (StaendQ/nggande) *Funktioner som inte stods
E'nke|5|d|9t/DU bbel- Paper tray eller installeras av den
oK Cancel sidigt | Auto salect anslutna skrivaren visas inte
) Farginstallning
Sidelayout Outout auali
Haftning (Eco oAy
inkluderat) | Norma d
Halslagning
Collation
Color mode
‘ Coler v |
D Preview before printing OK Cancel
Canon 1 | 2




MODELLER SOM STODS

Model Name Model Name
iPR C265/270 iPR C170/C165
iR-ADV DX C7700 Series iR-ADV C7500 III Series
iR-ADV DX C5700/C5800 Series iR-ADV C5500 III Series
iR-ADV DX iR-ADV C3500 III Series

C3700/C3800/C3900 Series

iR-ADV DX 8700/8900 Series
iR-ADV DX 6700/6900 Series
iR-ADV DX 6000/6800 Series

iR-ADV DX 4700/4800/4900
Series

iR-ADV DX C477/C478/C568
iR-ADV DX C357/C257

iR-ADV 8500 III Series
iR-ADV 6500 III Series
iR-ADV 4500 III Series
iR-ADV C475 111

iR-ADV C356 I11/C256 111
iR-ADV 715/615/525 111

C359/C259 Model Name
iR-ADV DX 715/615/525 iR 2700 Series

;géggg%g iR C3300 Series
imageFORCE C7165 iR 2224
imageFORCE C5100/6100 iR 2900 Series

Canon »



UNIFLOW 2025 LTS

« Stod for Microsoft IPP Class

Driver och Windows ARM datorer

Welcome to the uniFLOW Configuration Assistas
you through the basic steps required to configure &
production environment

« Uppladdning av utskrifter til
uniFLOW Online

Language Settings

3

Activation

2
« Alla funktioner introduserade | B
s

uniFLOW 2024 v-versioner

LDAP

SMTP Server

I~

2]

General Settings

Price Profiles

Canon



HUR FUNGERAR UTSKRIFTER?

1. Anvandare valjer sin skrivare och klickar
pa «skrivaregenskaper» for att fa tillgang
till skrivarinstallningarna

2. «uniFLOW Secure Print defaults»
dppnas, sa att anvandarna kan valja:
riktning, enkelsidigt/dubbelsidigt,
farg/svartvitt och papperskalla

3. Genom att klicka pa «Advanced» 6ppnas
tillaggs-installningarna, till exempel
haftning, halslaggning och sadelvik

Canon

Microsoft IPP Class Driver Advanced Options

# Microsoft IPP Class Driver Advanced Document Settings
-~ Paper/Output
| Paper Size: A4
Copy Count: 1 Copy
=% Document Options
Colour Printing Mode; AutoSelect
=# Printer Features

None N
Hole pun

Scaling: N Top left
Top right
Bottom left

Bottom right
Left edge (2 staples)

Top edge (2 staples)

® Right edge (2 staples)

“ Bottom edge (2 staples)
Saddle stitching

3 - Citytown, 68524

dvanced... ﬁé

Cancel
Apply

24



uniFLOW Online

« Fullt stod for Windows modern
print / protected print mode
finns tillganligt

 |ntroducerades med 2025.2

« The uniFLOW Online Virtual
Printer App

Canon




UNIFLOW ONLINE VIRTUAL PRINTER-APP

o uniFLOW Online printer app

Later anvandarna skriva ut fran:

_ . Print settings
* Datorer med Windows Protected Print
mode aktiverat my Pagesize
« ARM datorer/ Copilot+ datorer '“”
Select the page size
Tillganglig via Microsoft Store. O
Kan distribueras med Intune. O Letter
O A3
Ingen uniFLOW SmartClient kravs
() mar
:J FDpMS
COrientation
== Portrait
; Color mode

Canon

Cancel

26



UTSKRIFT FOR SLUTANVANDARE

1. Oppna ett dokument och tryck Ctrl-P.
Valj uniFLOW Online-skrivaren (om den
Inte redan ar angiven som standard).

2. Klicka pa "Skrivaregenskaper".
3. Nu 6ppnas uniFLOW Online Virtual
Printer-appen. Har valjer du énskad

efterbehandling och trycker pa"OK".

4. Klicka sedan pa "Skriv ut" for att skicka
jobbet.

Canon

Home

—
©
@
i
(5

Print

umiFLCW Online printer app

i Print settings

l._'i Page size

Options

Copies: |1

Cancel

27



ENKELT, SAKERT OCH KONSEKVENT

« Valdigt latt och enkel
utskriftsmetod for slutanvandare,
uniFLOW SmartClient ar inte
langre ndédvandig

« Foljer Microsofts riktlinjer for
sakerhet

« Fdrenklad och konsekvent
utskriftsupplevelse, oberoende av
dator-arkitektur

28

Canon






VIKTIGT ATT TANKA PA FRAMAT

« Ar min organization redo
* Mopria certifierade skrivare och utskriftslésningar

* Finns stéd for Print Support Applications

* Finns dnskad funktionalitet for Print Support Applications

(i kombination med saker utskrift)

 Vilka interna krav vill vi uppfylla och bibehalla i framtiden:
+ Conditional Access

e Zero Trust

Windows Protected Print

Hardning av skrivare

Mikrosegmenterade natverk

* Server- eller molnbaserad I6sning for utskrift

« P3borja tester sa tidigt som majligt

Canon

30
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